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Disk-to-disk Backup—It's Also About Tape

ape has been a central fixture in corporate data centers for the last

50 years, serving as the primary data backup-and-restore media. But
shrinking backup windows, the need to recover critical applications quickly, the
emergence of Serial ATA technology, and declining disk costs have combined to
push tape out of the spotlight in favor of disk. After all, backing up directly to disk
may speed up the backup process and also reduce restore time for individual files.

However, while disk has received a great deal of attention lately as the new
backup-and-restore media, it should not be viewed as an all-out replacement for
tape but as a complement to the existing backup process.

What Tape Does Better Than All Other Storage Mediums

Those who argue that users should replace all tape cartridges within their data
centers with hard disk drives fail to remember the superior attributes of tape drives
and media.

First, tape is removable. Backups can be directed to tape and later removed from
the system to help prevent intentional or unintentional corruption from a virus or
system error.

Second, tape is transportable. It can be taken to an offsite location without falling
victim to the shock and vibration restrictions that can destroy a disk drive. This
provides a second level of data protection. If the main data center suffers an
outage, data can be restored from offsite tapes.

Third, tape media has been constantly improved since the appearance of round
tape reels in the 1950s. Round tape reels were manually fed into tape drives

that maintained tension through vacuum columns. Today’s media are contained
within cartridges safe from operator fingerprints and tension is more gently
regulated within the drives. Early tape media based on iron oxide technology was
subject to oxidation and high failure rates. New media makes use of magnetic
particle technology commonly known as Metal Particulate or MP, a very reliable
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technology that improves the shelf life of tape to 30 years. This improvement in shelf life makes tape a very
suitable media for both current and older backup copies. Regulatory requirements require companies to retain
data for many years, in some cases for decades. This long shelf life makes tape an excellent choice for long term
archival of data.

Fourth, tape is still the most cost effective storage media—not just in a $/GB comparison. Tape requires 1/10th
the power consumption of a low-duty-cycle disk system (an important consideration for companies looking to
contain soaring electrical costs); it takes up less floor space than an equivalent-capacity disk system; tape has
infinite capacity: if you need more capacity you don’t need to add more drives, simply add more cartridges.
Therefore, its cost of ownership is—and will continue to be for the foreseeable future—significantly lower than
disk alternatives.

Disk-to-Disk Backup

Declining disk costs have sparked the development of a variety of disk-to-disk (D2D) systems. Not all of these
products are alike; in fact, in some respects they are very different. Let’s look at the different options.

Disk as tape (a.k.a. “virtual tape”)

The idea of disk emulating tape is not a new concept. IBM first introduced the concept with its Virtual Tape
Server (VTS), which integrated disk with tape libraries in 1997. Backups were first written to disk in tape image
format and then in the background written to physical tape cartridges connected to the library. This can help
improve job productivity as well as reduce the physical number of tape systems and cartridges required.

Similarly, the new breed of virtual tape products on the market use disk as tape devices—that is, data is backed
up to a disk device, which appears as a tape drive or library to the host and backup application. Data is written
in tape, not disk, image format.

Later, management software can be used to copy the backup to physical tape based on pre-set policies (e.g., an
administrator can immediately migrate all disk-based backups to tape immediately, wait until the disk system
fills up before migrating data to tape, etc.). When a restore is necessary, the software locates the backed up data
(on disk or tape) and the restore process begins. The retrieval process is transparent to the user.

Two basic types of virtual tape products are available today: those that are integrated with tape drives and
libraries and those that are not. Implementation of these systems is fairly simple. Administrators simply redirect
the target device for the backup to the new disk system. Since the disk device appears to the backup application
as a tape drive, no changes to backup procedures are generally required.

While standalone virtual tape products are available, integrated virtual tape products (i.e., those that are
integrated with tape drives or tape libraries) provide a more complete solution. Backups are written to the
disk system, and then automatically migrated to tape at a later time requiring no additional processes to be
established by the customer.
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Disk as disk

Unlike virtual tape systems, disk-as-disk systems do not emulate tape. Backed up data is written in disk, not
tape, format. However, like virtual tape products, disk-as-disk products are available in several varieties. These
products are typically not integrated with drives and libraries, and additional processes or steps are required to
copy the disk image to tape.

Approach #1: The user makes a copy (sometimes referred to as a ‘snapshot’) of a primary disk volume and
then transmits a copy of that volume to a secondary disk system.

Approach #2: Secondary disk (usually higher-capacity ATA/SATA disk) serves as the target device for
backups.

Approach #3: Specialized software/hardware appliances serve as backup targets and provide other options
such as compression, continuous point-in-time copies of backups, etc.

Which one should you choose?

Disk as tape or disk as disk? Which choice is the right one? Consider how well the solutions will integrate with
your current environment. Disk as tape, or virtual tape, is easy to implement, and requires little or no changes to
current backup processes. Virtual tape solutions that are integrated with tape drives and libraries automatically
migrate disk-resident tape images to tape cartridges.

Disk as disk solutions requires changing the target device from tape to disk and requires additional steps to
clone the disk images to physical tape.

To determine which virtual tape approach is the best fit within an existing environment, storage administrators
should ask vendors the following questions:

*  Which tape libraries and drives (and how many) does the software emulate? Are these drives similar to
what is already installed?

*  What backup software is supported? Is that software currently installed, or will you be required to bring
in additional software—and at what cost?

» For integrated hardware/software solutions, what types of disks are used? What level of RAID protection
is available? What is the maximum capacity of the disks? What server connections are supported (SCSI,
Fibre Channel, ESCON, FICON, iSCSI)?

* What is the throughput of the system?
* How long does it take to install the product?
* How well does it integrate with existing tape drives and libraries?

* How many different backups can be stored on virtual tape? How many versions of the same backup can
be stored?
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Should the product be used for all backups or only for selective backups?

How is the product managed? Is there a remote management facility? Is the management software
included in the price of the product? How well does the management product interface with existing
installed backup products?

How easily are backups migrated from virtual tape to physical tape? Does this require manual
intervention or can it be easily automated?

Choosing the most appropriate disk-as-disk solution is a more difficult task than choosing the best virtual tape

solution for the simple reason that there are more options available. As a guide, users should ask vendors the
following:

Which operating systems does the system support?
Is data backed up on a volume or file level, or both?

What databases are supported, if any? Are specific agents available for applications such as Microsoft
Exchange? How much do they cost?

What is the minimum and maximum capacity of the system? Can you easily upgrade to larger capacities?
What RAID levels are supported? What server connections are supported (SCSI, Fibre Channel, ESCON,
FICON, iSCSI)? How many connections are supported (minimum and maximum number)?

How long does it take to install the product?

What is the throughput of the system?

Does the solution use its own backup software or does it support existing backup software?
How many backups, and how many versions of backups, can the configuration support?
Will the product be used for all backups or just selected backups?

When restore is required, is data restored to the original primary disk or can it be accessed on the
secondary disk system? How granular is the restore process? Can data be restored to a specific point-in-
time or is a full restore required?

Is compression supported to reduce capacity requirements?
What are the projected restore times?
How is it managed? Can it be remotely managed?

How easily can disk backups be migrated to tape? Is this a manual process or can it be automated?
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The Problem with D2D

While disk-to-disk (D2D) backup has several benefits, it clearly doesn’t replace tape completely. Tape still plays
a very important role in the data center and complements a D2D backup solution. Consider the following:

Tape for DR

Since many D2D backup products reside in the same storage area network (SAN) as primary disk, in
the event of a data center outage (e.g., a power failure), they too are inaccessible. Therefore, while D2D
products can be an effective tool to restore a volume or file that has been corrupted or to assist in the
recovery of a primary disk failure, they are often ineffective for disaster recovery. Disaster recovery best
practices dictates that a copy of data be stored at an offsite location. Tape is both removable for offsite
storage and it is inexpensive.

Tape for retaining many versions of backup

Database corruption can remain undetected for days; therefore, recovery may require restoring data from a
backup that is several days old. Since some D2D products do not have sufficient capacity—or the cost would
be unreasonable—to hold several days’ worth of backups, a better solution might be to write the current
backup to disk and then copy all older backups from disk to tape.

Tape for scalability and reduced TCO

Data volumes are growing exponentially, and the capacity needed to back up these volumes is increasing
at the same rate. Can D2D products scale to support future backup requirements? Unlike disk products,
which require additional controllers, new software, and more floor space as they scale, tape libraries can
easily scale to accommodate data growth by simply adding tape cartridges. Therefore, tape offers what
might be considered, “infinite capacity” and is important for user storage consolidation strategies. And
though the per-GB cost of disk continues to decrease, innovation in tape technology continues to reduce
the per-GB cost of tape and helps it remain the least expensive solution for storing large quantities of data
by about an order of magnitude.

Tape for long-term retention and compliance

New regulations are forcing IT organizations to retain data for longer periods of time. HIPAA regulations,
for example, require healthcare organizations to keep certain patient information for the life of the patient
or longer. Since much of the data will never need to be retrieved, spinning all of it on disk for years is
unnecessary—and, more importantly, costly. Tape is the most cost-effective media for storing infrequently-
accessed data for long periods of time.

Also, other new regulatory legislation, such as Sarbanes-Oxley, requires publicly-held companies to retain
e-mail and other documents in an unalterable format for seven years. WORM tape not only prevents data
tampering but it is also cost-effective for long-term retention.
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a D2D2T example:

Fusepoint Managed Services, Inc. of North America is a leading provider of fully managed hosting
and IT solutions tailored to the needs of mid-sized and large enterprises. Each day the company
stores over 1TB of data.

The company implemented disk and tape as part of its data storage strategy.

First, Fusepoint needed a fast method to backup and recall transaction log files. It implemented a
disk based backup system for that specific data. Based on a predefined schedule, the information
from the transaction logs is sent directly to a central dedicated disk subsystem.

From there, the information is migrated once a day to LTO Ultrium tape drives in a 600 slot
cartridge library for archival and disaster recovery purposes.

The same approach is used to duplicate backup images across geographically distributed facilities
for disaster recovery purposes.

“The LTO tape system is extremely reliable and a critical part of our storage strategy. Moving the
data to LTO tapes reduces long term storage costs and helps protect the data from loss or disaster,”
says Dmitri Smirnov, Security Team IT Manager, Fusepoint Managed Services.

Disk and Tape—A Good Marriage

Though disk as a replacement for tape is central to many discussions about backup today, we argue that disk
should not replace tape in the data center but complement it. Disk and tape make a good marriage, as they
have in the past.

A marriage of the two formats is not new. IBM came up with the idea in the 1980s for MVS users looking to
migrate data off expensive high-performance disk onto less-expensive disk and later to tape. The company called
this process hierarchical storage management (HSM). HSM saved customers money by integrating disk and tape
with software that managed the migration of data based on established policies. D2D2T (disk-to-disk-to-tape)
products for open-systems storage are an extension of this very concept.

Users should consider D2D as part of a larger backup strategy of primary disk to secondary disk to tape
(D2D2T). While disk can be used to store the most current versions of some application backups, tape continues
to find value in the data center as a media for the retention of long-term backups, archival storage, and business

A4

continuance strategies.
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